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Chapter 1. Introduction

1.1 General

You are about to join the new ranks of G.SHDSL technology. Your new
G.SHDSL Router is an external Single-Pair High-Speed Digital Subscriber
Line (SHDSL) Router, which conveniently connects with a Switch, Hub or
computer. The Router connects directly to telephone line via a standard RJ-
11 connector.

The SHDSL (Single-Paired High Speed Digital Subscriber Line) router
complies with G.992.2 standard and connects to any Ethernet LAN utilizing
10/100 Base-T auto-negotiation. It provides business-class, multi-range
192Kbps to 2.304Mbps payload rates over exiting single-pair copper wire.
The SHDSL router is designed not only to optimize the service bit rate from
central office to customer premises but also integrates high-end
Bridging/Routing capabilities with advanced functions of Multi-DMZ, virtual
server mapping and VPN pass-through.

The SHDSL router provides not only advanced functions like Multi-DMZ,
virtual server mapping and VPN pass-through but advanced firewall
functions, SPI, NAT, and DoS protection, to protect the internal LAN network
from outside intruders.

The 4-port switching HUB on the "S" model supports four 10Base-T
/100Base-T auto-negotiation and auto-MDIX switching ports to meet
enterprise needs.

The SHDSL router allows customers to leverage the latest in broadband
technologies to meet their growing data communication needs. Through the
power of SHDSL products, you will have access to superior manageability
and reliability.
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1.2 Features

& Easy configuration and management with password control for various
application environments

& Efficient IP routing and transparent learning bridge to support
broadband Internet services

& VPN pass-through for safeguarded connections

£ Build-in advanced SPI firewall (Firewall routers)

£ Four 10/100Mbps Auto-negotiation and Auto-MDIX switching port for
flexible local area network connectivity (4-port router)

& DMZ host/Multi-DMZ/Multi-NAT enables multiple workstations on the
LAN to access the Internet for the cost of just one IP address

£ Full ATM protocol stack implementation over G.SHDSL

& PPPOA and PPPoE support user authentication with PAP/CHAP/MS-
CHAP

£ SNMP management with SNMPv1/SNMPv2 agent and MIB II

& Get enhancements and new features via Internet download and

software upgrade

1-2
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1.3 Specifications

Routing
&  Support IP/TCP/UDP/ARP/ICMP/IGMP protocols
£ IP routing with static routing and RIPv1/RIPv2 (RFC1058/2453)
& IP multicast and IGMP proxy (RFC1112/2236)
&  Network address translation (NAT/PAT) (RFC1631)
£  NAT ALGs (Application Level Gateway) for
ICQ/Netmeeting/MSN/Yahoo Messenger
&  DNS relay and caching (RFC1034/1035)
&  DHCP server (RFC2131/2132)
Bridging
&  |EEE 802.1D transparent learning bridge
Security
& DMZ host/Multi-DMZ/Multi-NAT function
& Virtual server mapping (RFC1631)
& VPN pass-through for PPTP/L2TP/IPSec tunneling
& Natural NAT firewall
Management
&  Easy-to-use web-based GUI for quick setup, configuration and
management
&  Menu-driven interface/Command-line interface (CLI) for local
console and Telnet access
&  Password protected management and access control list for
administration
£  SNMP management with SNMPv1/SNMPv2c
(RFC1157/1901/1905) agent and MIB Il (RFC1213/1493)
&  Software upgrade via web-browser/TFTP server
ATM
& Upto 8 PVCs
&  UBR/CBR/VBR traffic shaping
&  OAM F5 AIS/RDI and loop back
&  AALS

1-3
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AALS5 Encapsulation

VC multiplexing and SNAP/LLC
Ethernet over ATM (RFC 2684/1483)
PPP over ATM (RFC 2364)
Classical IP over ATM (RFC 1577)

K& K&K

PPP

PPP over Ethernet (RFC 2516)

PPP over ATM (RFC 2364)

User authentication with PAP/CHAP/MS-CHAP

K& &

WAN Interface
£  SHDSL: ITU-T G.991.2 (Annex A, Annex B)
&  Encoding scheme: 16-TCPAM
&  Data Rate: N x 64Kbps (N=1~36)
£  Impedance: 135 ohms

LAN Interface

& 1-port (SHDTUO3/ET10R) /
4-ports switching hub (SHDTUO3/ET10RS)
10 Base-T and 100 Base-TX auto-negotiation
Auto-MDIX (4-port router)

R &

Hardware Interface
&  WAN: RJ-11
&  LAN: RJ-45 x 4 (4-port router with or without firewall) or RJ-45 x
1 (1-port router with or without firewall)
&  Console port: RS232

Indicators

General: Power

G.SHDSL: Link, Active

Ethernet: 10M, 100M, Alarm (1-port router with or without firewall)
Ethernet: 1, 2, 3, 4, Alarm (4-port router with or without firewall)

K& KR K
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Physical/Electrical

&  Dimensions: 18.7 x 3.3 x 14.5cm (WxHXxD)

&  Power: 100~240VAC (via power adapter)

&  Power consumption: 6 watts

&  Temperature: 0~45 C

£ Humidity: 0%~95%RH (non-condensing)
Memory

&  2MB Flash Memory, 4MB SDRAM

Products’ Information
SHDTUO3/ET10R: G.SHDSL router/bridge with 1-port LAN

SHDTUO3/ET10RS: G.SHDSL router/bridge with 4-port switching hub LAN

1-5
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1.4 Front Panel

The front panel displays LED status

Power  link  Active  10M 100M  Alarm
L G.sHDsL- L Etheret !
SHDTUO3
[ —1
Front Panel of SHDTUO3/ET10R
’N\
Power  Link Active 1 2 3 4 Alarm
L G.sHDsL- L— Ethernet ——
SHDTUO03
[ —1
Front Panel of SHDTUO3/ET10RS
LED status of 4-port router
LEDs Active Description
Power On Power adaptor is connected to the router
Link On SHDSL line connection is established
G.SHDSL
Active On Transmit or received data over SHDSL link
1 On Transmit or received dataover LAN Port 1
2 On Transmit or received data over LAN Port 2
Ethernet
3 On Transmit or received data over LAN Port 3
4 On Transmit or received dataover LAN Port 4
Alarm On SHDSL line connection is dropped
Different LED status of 1-port router
10M On LAN port actsin 10M
Ethernet
100M On LAN port actsin 100M

1-6
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1.5 Rear Pand

The rear panel of SHDSL router is where all of the connections are made.

DCIN Ethernet Console G.SHDSL

N sk

Rear Panel of SHDTUO3/ET10R router with or without firewall

Ethernet
DCIN ' a4

(] < D)L

Rear Panel of SHDTUQO3/ET10RS router with or without firewall

Console G.SHDSL

A CAUTION: Toreducetherisk of fire, useonly No. 26 AWG or larger telecommunication
linecord.

Connectors Description of 1-port router

DCIN Power adaptor inlet: Input voltage 9VDC

Ethernet Ethernet 10BaseT for LAN port (RJ-45)

Console RS- 232C (DB9) for system configuration and maintenance
G.SHDSL SHDSL interface for WAN port (RJ-11)

Reset Reset button for factory default

Connectors Description of 4-port router

DCIN Power adaptor inlet: Input voltage 9VDC

Ethernet (1,2,3,4)  10/100BaseT auto-sensing and auto- MDIX for LAN port (RJ-45)

Console RS- 232C (DB9) for system configuration and maintenance
G.SHDSL SHDSL interface for WAN port (RJ-11)
Reset Reset button for factory default

1-7
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A The reset button can be used in one of two ways.

1. When you want to change the SHDTUOS3's configuration but you
forgot the user name or password, press the Reset Button for three or
four seconds with a paper clip or sharp pencil. Pressing the Reset
Button in this way will cause the SHDTUO3 to load the factory default
settings and lose al of your configuration.

2. If the SHDTUO3 is having problems connecting to the Internet and
you want to configureit again by clearing al configurations,
momentarily press the Reset Button with a paper clip or sharp pencil.
Pressing the Reset Button in this way will cause the SHDTUQ3 to load
the factory default configuration.
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2.1 Configuration of the Router

This guide is designed to lead users through Web Configuration of
SHDTUO3/ET10R Router in the easiest and quickest way possible. Please
follow the instructions carefully.

Note: There are three methods to configure the router: serial console, Telnet
and Web Browser. Only one configuration application is used to
setup the Router at any given time. Users have to choose one
method to configure it.

For Web configuration, you can skip to step 3.

For Serial Console Configuration, you can skips step 1 and 3.

Step 1: Check the Ethernet Adapter in PC or NB

Make sure that Ethernet Adapter had been installed in PC or NB used for
configuration of the router. TCP/IP protocol is necessary for web
configuration, so please confirm that the TCP/IP protocol has been installed.

Step 2: Check the Termina Access Program
For Serial Console and Telnet Configuration, users need to setup the
terminal access program with VT100 terminal emulation. If your PC or
Notebook uses MS-Windows®, it is recommended that the Hyper
Terminal™ Program be utilized for terminal configuration.

Step 3: Check the Web Browser in PC or NB

For Web Configuration, the PC or NB must have installed a Web Browser
such as IE or Netscape.

Note: The Browser must support "Frames". Therefore it is recommended
that for Web configuration the browsers IE5.0, Netscape 6.0 or
above and 800x600 resolutions or above be used.
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Step 4: Determine Connection Setting

Users need to know the Internet Protocol supplied by your Service Provider
and determine the mode of setting.

Protocol Selection

RFC1483 Bridged Ethernet over ATM
RFC1577 Classic Internet Protocol over ATM
RFC2364 Point-to-Point Protocol over ATM
RFC2516 Point-to-Point Protocol over Ethernet

The different Protocols need to setup different WAN parameters. Once
knowing the Protocol provided by your ISP, you will need the following
necessary WAN parameters.

Bridge EoA Route EoA
\ GI: \
VPI:
VCI:
VCI:
Encapsulation:
Encapsulation:
IP Address:
Gateway:
Subnet M ask:
Host Name: _ (if applicable)
\ / Gateway:
DNS Server:

wst Name: (if applicable) /

2-2
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IPoA

(o

VCI:
Encapsulation:
IP Address:
Subnet Mask:
Gateway:

DNS Server:

~

wst Name: _ (if applicable) /

P

PPoE

(o

VCI:
Encapsulation:
User Name:
Password:

DNS Server:

Host Name: __ (if applicable)

QAddress: (if applicable) /

~

PPPOA

.

VCI:
Encapsulation:
User Name:
Password:

DNS Server:

Host Name: __(if applicable)

QAddress: (if applicable) /

2-3



Chapter 2. Configuration

Step 5: Install the SHDSL Router

Caution: To avoid possible damage to this Router, do not turn on the router
before Hardware Installation.

&  Connect the power adapter to the port labeled DC-IN on the rear panel
of the product.
&  Connect the Ethernet cable.
= |f the 1-port router is directly connected to PC or NB, the Ethernet cable
must use a cross over cable. If the 1-port router is connected to hub or
switch, be sure that the hub or switch supports auto-sensing. If the HUB
or Switch supports auto-MDIX, then both cross over and non cross over
Ethernet cables are suitable. Otherwise, only straight through Ethernet
cables may be used. The 4-port router has its own auto-MDIX switching
hub so both straight through and cross-over Ethernet cables may be used.
£  Connect the phone cable to the SHDTUO3 and the other side of phone
cable to wall jack.
&  Connect the power adapter to power source.

&  Turn on the PC or NB which is used for configuration of the Router.

24
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NB+
DB-5-
Cable«
Power
Adapter:
[t Wall-Jack

B s & [T]

Direct-Comnection with P C-orNB-for 1 -port router «

)

File-Server

Workstation.
PC.

J‘ i'l- !‘. lh.’NB..

- <5

ﬁ! Mobile .
' Device

HUB/Switch

A 1]

Power- Through- Wireless-LAN .
Adpater- Ethernet: .

@ .—=|E o Cable . Wall- Jack

- | W e 5| o0 & [T]
- e

Comnecton-with-Hub/Switch- for- 1 -portrouters
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Server Storage
Server V\ﬁreless_ Wireless
3 Access Point Note Book
1 - a
Workstatlon "““\.‘_:J
Switching - Mobile
Hub o~ Laser = Device
|I 'Printer
o x PC
iri
Power Adapter :
N PC Wall Jack

RJ-11

4-port router with complex networ k topology

2.2 Configuration via Web Browser

:'." Programs

For Win85, 98 and Me, click the start button.
Select setting and control panel.

Favorites
% Documents
Erinters
¥ N Taskbar & Start Menu...

18y Folder Options
7] Active Desktop

By ‘wWindows Update
7 Lo Off Test

Shut Dowin..,

Double click the network icon.

[Conis etk e 5] My G 7
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In the Configuration window, select the
TCP/IP protocol line that has been
associated with your network card and then
click the properties button.

Choose the IP Address tab. Select Obtain
an IP address automatically. Click the OK
button.

Metwork EE
Configuration I |dentificaliuni Access Control |
The following network componernts are installed:
=1 Client for Microsoft Networks
D-Link DFE-530TX PCI Fast Ethermet Adapter (Rev B]
¥ MetBEU
4 TCRAP
™ File and printer sharing for Microsoft Metworks
S Heme | |
Primary Metwork Logon:
IEhent for Microsoft Metworks _'j
FEile and Print Sharing. . |
i~ Dieseription
0K Cancel |
TCP/IP Properties H

Bindings | Advanced | NetBIOs |
DNS Configuration I G ateway I WINS Configuiation 1P Address

An IP address can be automatically assigned to thiz computer.
| your network does not automatically assign IP addresses. ask
your network administrator for an address. and then type it in
the space below

= Thtsin an [P address automatically

" Specily an IP address:

Cancel
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The window will ask you to restart the PC. Click the Yes button.
When the PC has restarted, Open Internet Explorer or Netscape Browser to connect to the
Router. Type http://192.168.0.1

The default IP address and sub net- 2 Cannot RntisSiver SMICHBRGRETRES

mask of the Router is 192.168.0.1 | Fle Edt Ve Favites Tods Help

and 255.255.255.0. Because the J =ik - o= - (@D (2] 3| Qsearch [Favorites (BHstory | B 5
router acts as DHCP server in your | ddress |1 192.168.0.1

network, the router will automatically
assign an IP address for the PC or NB on the network.

Type User Name root and Password root and then click [OK]
The default user name and password are both root. For system security, it is recommended to
change them after configuration.

Note: After changing the User Name 2]

and Password, it is strongly

E ) Fleaze type your user name and password.
recommend that you write the
: — Site: 192.168.0.1
information in a safe place. If

System Set

you forget the user/password el sy
setting the router must be UserName  fraot
factory Reset and all Bassword [
Configuration Setti ngs will be ™ Save this password in your password list
lost. ok | Cancel

2-8



Chapter 3. Set-Up

3.1 Basic (Quick Setup)

The Basic Setup contains Bridge and Route operation modes. Follow this example to set Bridge

mode Click for basic installation.

Bridge Mode

Bridge BAS

1P: 192.168.0.1 IP: 192.168.0.254
Netmask: 255.255.255.0 ’/4

Gateway: 192.168.0.254 %

ISP

1P: 192.168.0.2 VPI:0, VCI:32
Netmask: 255.255.255.0 Encapsulation: LLC
Gateway: 192.168.0.254

Click and Side to Home Basic Advanced Status Admin Utility

setup Bridging mode of the

Operation Mode:

Router and then click Next for the NG ROUTES B RRaE

. SHDSLMode: € CO Sid & CPE Sid
next setting. i =

[ cancel [l Reset [l tiext |
LAN Parameters
Enter IP: 192.168.0.1
Enter Subnet Mask:

Home Basic Atvanced Status Admin Utility

255.255.255.0 e

Enter Gateway: 192.168.0.254 S:::;:: g g ,’; ,’;:

Enter Host Name: SOHO R - T =
Host Name W

WAN1 Parameters WANL:

Enter VPI: 0 o

Enter VCI: 32 o |

Click Enesp CWCmux O LLG

Click [Next.

31



Chapter 3. Set-Up

The screen will prompt with the new configuration parameters. Check the parameters and Click
The router will reboot with the new settings or to configure other parameters.

Routing Mode

Routing mode contains settings for DHCP server, Point-to-Point Protocol over ATM and Ethernet,

IP over ATM and Ethernet over ATM.

You need to clarify which Internet
protocol is provided by your ISP.
Click ROUTE and [CPE Side] then

press [Next.

Type LAN parameters:

IP Address: 192.168.0.1

Subnet Mask: 255.255.255.0

Host Name: SOHO

DHCP Service: Enable

The default setup will Enable the
DHCP server. If you want to turn off
the DHCP service, choose Disable.

Home | Basic Advanced | Status | Admin |  Utility

Operation Mode:

System Mode: @ ROUTE € BRIDGE
SHOSLMode: € COSide @ CPE Side

| Concel [ Reset [ ext|]

Home Basic Advanced Status Admi Utility

LAV

IFaddess: [182 L [1B8 . K
SubnetMaskc [255 [355  [255 [0
HostMame [SOHO |

Trigget DHCP Service: € Disable @ Enable

S

3-2



Chapter 3. Set-Up

DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a TCP/IP Suite protocol that allows network
administrators to manage and automate centrally the assignment of Internet Protocol (IP)
addresses in an organization's network. Using the Internet Protocol, each machine that wishes to
connect to the Internet needs a unique IP address. When an organization sets up its computer
users with a connection to the Internet, a unique IP address must be assigned to each machine.

Without DHCP, the IP address must be entered manually for each computer. If computers move
to another location in another part of the network, a new IP address must be manually entered.
DHCP lets a network administrator supervise and distribute IP addresses from a central point and
automatically assign a new IP address when a computer is plugged into a different location in the
network.

If the DHCP server is Enabled, you will need to setup the following parameters for processing by

the DHCP server. Home Basic Advanced Status | Admin | Utility

B /
' ¥

=} (» 3 ]
P73

The embedded DHCP server DHCP SERVER:
assigns network configuration = General DEICP Parameter:
information for up to 253 users SlEEiA i (g1l

. End P Address: 192 168.0. |51
accessing the Internet at the e [
same time. DNS Server

DHS Server 3.
. L Ti 72

For this example: If the LAN IP = 18
address is 192.168.0.1, the IP * Table of Fixed DHCP Host Exiries:

Index | MAC Address
1

IP Address

range of LAN is 192.168.0.2 to |
192.168.0.51. The DHCP server I
assigns the IP from Start IP |
Address to End IP Address. The |
legal IP address range is from O |
to 255, but 0 and 255 are l|
|
|
|

reserved for broadcast so the
useable IP address range is from
1 to 254. You may NOT assign an \
IP greater than 254 or less then

1. Lease time of 72 hours —_—
indicates that the DHCP server will not reassign the IP information to any new device for 72
hours.

Press Next to setup WAN parameters.

@|lao|~|®m| o =] w|n
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PPPoE or PPPoA

PPPOA (point-to-point protocol over ATM) and PPPoE (point-to-point protocol over Ethernet)
are authentication and connection protocols used by many service providers for broadband
Internet access. These are specifications for connecting multiple computer users on an Ethernet
local area network to a remote site through common customer premises equipment, which is the
telephone company's term for a customer's modem or similar devices. PPPoE and PPPoA can be
used in connections to offices or buildings. Users may share a common Digital Subscriber Line
(DSL), cable modem, or wireless connection to the Internet. PPPoE and PPPoA combine the
Point-to-Point Protocol (PPP), commonly used in dialup connections, with the Ethernet protocol or
ATM protocol, which supports multiple users in a local area network. The PPP protocol information

! LAN .

un‘{er BAS
IP: 192.168.0.1 Username: test

Netmask: 255.255.255.0 = / Password: test

s WAN \
|
|
|
|
|

ISP

VPI:0, VCI:33
Encapsulation: LLC |

IP: 192.168.0.2~51
Netmask: 255.255.255.0
Gateway: 192.168.0.1

‘.. DNSServer: 192.168.0.1_/ '\

s

Key in the WAN1 parameters:

Home | Basic Advanced | Status | Admin |  Utility

VPI: 0 - STEP4
VCI: 33 WANI:
AALS5 Encap: v o
VCL |32
Protocol: PPPoA + NAT| or [PPPoE + AALSEacw O VGmux BLLG
Protocel |IPo& oo
- IPoA+NAT
Click 0 setup username and SN . | cocor | [~ e |
PPPaA+NAT
password. PPPOEHNAT

For more understanding about NAT, review NAT/DMZ in page 3-15.

34



Chapter 3. Set-Up

Type the ISP1 parameters.

@ Username and password are c

ISP1:

provided by your ISP.

Usemame: [test
Username: test ——
Password: test PuorordComte PR

taeTae 0 minotes

Password Confirm: test
Idle Time: 10 [ Back § Cancel W Fesot J Next |

Click [Next.

w For security, the password will be displayed with star symbols.

The screen will prompt with the parameters to be written in Flash. Check the parameters before
writing to Flash. Press Restart to restart the router with the new configuration or press continue to
setup other parameters.

35
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IPOA or EocA

Router
IP: 192.168.0.1
Netmask: 255.255.255.0 =

IP:10.1.2.1
Netmask: 255.255.255.0
Gateway: 10.1.2.2

DNS: 168.95.1.1

IP: 10.1.2.2
Netmask: 255.255.255.0

ISP

DSLAM

IP: 192.168.0.2~51
Netmask: 255.255.255.0
Gateway: 192.168.0.1

Type the Wan Parameters;

VPI: 0

VCI: 33

AAL5 Encap:

Protocol: [IPoA , , IPoA + NAT| or

Click to setup the IP parameters.

For more understanding about NAT,
review NAT/DMZ in page 3-15.

IP Address: 10.1.2.1

Subnet mask: 255.255.255.0
Gateway: 10.1.2.2

DNS Server 1: 168.95.1.1

Click

The screen will prompt with the parameters to be written to Flash. Check the parameters before
writing to Flash. Press Restart to restart the router with the new configuration or press continue to

setup other parameters.

VPI:0, VCI:33
Encapsulation: LLC

Advanced Status Admin

WANI:

VEL |0
VeI |32

#4415 Encap r\/C mux @ LLC
Frotocol IPnA

\P oA +NAT

Utility

EnA
EoA+NAT
PPPoANAT
PPPoE+HNAT

[ pack [ Corcer [ Reset I tiext |

Home Basic Advanced Status Admin
WANL:
IP Address: |10 ail -2 B
swbnstMask [255 f255 255 o
Gateway: |10 I 2 2
DHNE Server1: [168.95.1.1
DHNS Server 2:
DHS Server 3:

Utility

Congratulation! You are done. Your SHDSL Internet connection is established.
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Chapter 3. Set-Up

32 Advanced Set-Up » BASIC

VAN

ERIDGE

ROUTE

» MAT/DMZ

« VIRTLIAL SERMVER,
* FIREWALL

» STATUS

Advanced setup contains the configuration steps for SHDSL, WAN,
Bridge, Route, NAT/DMZ, Virtual server and firewall parameters.

= ADMIN

UTILITY

T

SHDSL

You can setup the Annex type, data rate and SNR margin for SHDSL
parameters in SHDSL.

Click

A

BASIC

-

ADVANCED
[SHDSL

WA

BRIDGE

BOUTE
MAT/DMEZ
WIRTUIAL SERVER
FIREWALL

= STATUS

= ADMIN

= UTILITY

Annex Type: There are two Annex types
supported, Annex A and Annex B, in ADVANCED - SHDSI

SHDSL. Operation Mode:

Data Rate: you can setup the SHDSL data e

rate in multiples of 64kbps. DatsRastoaiisy [0 range0-35, -0 for adaptv rroce)
SHDSL SNR margin: the margin range is St {engeiy

from O to 10.

) [ Concel [~ Resct [ Finisn |
w: Generally, the SNR margin does not

require changing because it will affect the data rate.

The screen will prompt with the parameters that will be written to Flash. Check the parameters
before writing to Flash. Press Restart to restart the router with the new configuration or press
continue to setup other parameters.
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WAN

The SHDSL router supports up to 8 PVCs. The parameters are

setup under WAN.

The WAN Number 1 will be the parameters
setup in Basic Setup. If you want to setup
another PVC, you may configure them in
WAN 2 to WAN 8.

Enter the parameters.

Press to finish setting.

The screen will prompt with the parameters
that will be written to Flash. Check the

Home Basic

‘WAN Interface Parameters:

Advanced

Status

» BASIC

v ADVANCED
s SHDSL

o JMAR

« BRIDGE

« ROUTE

o MAT/DMEZ

« VIRTUAL SERMVER
« FIREWAL|

= STATUS

» ADMIN
» UTILITY

Admin Utility

= Tahle of Current WAN Inierface Parameter:

No. WAN wC ISP
Protocol: |\P aver ATM l‘ WP |EI Usem ame: ’E‘
1P Address: |1D 121 WE: ‘3—2 Fasanord: [
1 [pepnetrane Frmmemmmrs s Eneans [[5 ] [posmers St [
Qo3 Class: m dle Time: [Ty
205 PoR: [0
Protoeet: [Disable | Y teemame: gy
1P Address: |152 18821 e Iﬁ Pasanard: [
e e pats vy [[g3] paesrs Comtom: [
Qo5 Class: ,m e Time: [
05 Po: (o305
B 3 E =
e CATRE] ver g Pazmont: [
) T oy CEE A v [ SR
QoS Clazs: ’TF"L] Idle Time: 'm—
o5 por: (o0
= = Cremame =
1P Address: ,de Ve E Pasaword: [
4 oot Fgg o mee g st Encans [L5 5] [Pammerd Comom: [
208 Class: ,m Idle Time: [y
e
Pt [Draabls R Tramane: frog;
A Ve 55 Passort o
§ (subnet Masc IW pas Eneap: [T 5] [Pamwerd Contim: [eoer
003 Class: ’TPL' Idle Time: 'm—
O
Pt [Graabls 2 Tremane: fraay
e e [z Pasmiord: oo
§ [PunetMask B o o0 | (AP Enen [LLC g [Pasewerd Comtim: [
| tdle Time: [
QoS PCR: 'ZAEIEI_
st [Giaable B R Tremane: fragy
e astees 537537 ver 55 Pasmiort: [T
7 [punetMask EE oo g | AL Eneen [[LC g [Paswerd Comtim: [
008 Class: TR;' ldie Time: [
ausPer znp
Frotocel [ Disgble El YeEn bestiane: raat
e A vet: [ o o
g [tk PrEamE 2mn w5 S [[[5] [Foemerd Conim: e
aos cias: [UGR 2] O
QoS PCR: ,ZQEIEI_

parameters before writing to Flash. Press Restart to restart the router with the new configuration

or press continue to setup other parameters.
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. » BASIC
Bridge
The bridge mode can be setup with static bridge parameters. X ﬁg%@rCED
-
. WAN
. - 4 B
Click to setup. il
« NAT/OME
« WIRTUAL SERVER
o FIREWALL
» STATUS
» ADMIN
= UTILITY
Press to add the static bridge Home Basic | Advanced | Status | Admin | Utility
information. ADV
Generic Bridge Parameters:
= General Parameter:
Default Gatoway [192.168.0.254 |
Static Bridge Parameters:
= Table of Cwrrent MAC Eniries:
; A;MH?ECS LAN WAN1 -4 WANS -8
poonoooooomo | [Fiter =] 1[Fiter =] |5[Fiter ]
i 2[Fiter ] |6 [Fiter =]
s[Fier o] 7 [Fiter =]
4[Fiter =] |a[Fiter =]
[~ |
e

The screen will prompt with the parameters that will be written to Flash. Check the parameters
before writing to Flash.

Press to restart the router with new the configuration or press to setup other
parameters.
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VLAN

Virtual LAN (VLAN) is defined as a group of devices on one or more LANSs that are configured so
that they can communicate as if they were attached to the same wire, when in fact they are
located on a number of different LAN segments. Because VLAN is based on logical instead of
physical connections, it is extremely flexible.

The IEEE 802.1Q defines the operation of VLAN bridges that permit the definition, operation, and
administration of VLAN topologies within a bridged LAN infrastructure. VLAN architecture benefits
include:

1.

a s wDn

Increased performance

Improved manageability

Network tuning and simplification of software configurations
Physical topology independence

Increased security options

The specifications of VLAN functions are as follows:

1.

The unit supports up to 8 active VLANs with shared VLAN learning (SVL) bridge out of
4096 possible VLANs specified in IEEE 802.1Q.

Each port always belongs to a default VLAN with its port VID (PVID) as an untagged
member. Also, a port can belong to multiple VLANs and be tagged members of these
VLANS.

A port must not be a tagged member of its default VLAN.

If a non-tagged or null-VID tagged packet is received, it will be assigned with the default
PVID of the ingress port.

If the packet is tagged with non-null VID, the VID in the tag will be used.

The look up process starts with VLAN look up to determine whether the VID is valid. If the
VID is not valid, the packet will be dropped and its address will not be learned. If the VID is
valid, the VID, destination address, and source address lookups are performed.

The VID and destination address lookup determines the forwarding ports. If it fails, the
packet will be broadcasted to all members of the VLAN, except the ingress port.

Frames are sent out tagged or untagged depend on if the egress port is a tagged or
untagged member of the VLAN that frames belong to.

If VID and source address look up fails, the source address will be learned.
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Click to configure VLAN.

The SHDTUO3 supports two
types of VLAN, 802.1Q and
Port-Based. The user can
configure either one of themin
the router.

For setting 802.1Q VLAN click
the 802.1Q Tag-Based VLAN.
The screem will prompt as
follows.

VID: Virtual LAN ID. Is a
defined number, an ID
which numbers from 1 to
4094.

PVID: Port VID is an
untagged member of
default VLAN.

Link Type: Access

means the port can

send or receive

untagged packets.

Link Type: Trunk means

that the port can send or
receive tagged packets.

The Link Type of the

WAN is assigned
automatically depending

on which mode the
SHDTUO03 is configured.

» BASIC

v ADVANCED
» SHOSL
o WAN

E

TE

o NAT/DMZ

o YVIRTUAL SERVER
o FIREWALL

» STATUS

Home Basic Advanced Status | Admin | Utility

ANRVANCED /0 J
ADVANCED - VLAN

Virtual LA Parameters:
® General Parameter:

Mode: ¥ Disable € 80210 Tag-Based VLAN € Port-Based WLAN

1

Virtual LAN Parameters:

= General Parameter:

Mode: € Disable @ 80210 Tag-Based WLAN € Port-Based VLAN

= 802.1Q Tag-Based VLAN Tahle:

\N:u| vID
‘1 [0

LAN1

£

K3
=
<
=

)0
=

H =

=0
<

| [ [
| | |
| | |
| ! |
e | |
| | |
| | |
| ! |

fm e O [ |
a|a|a|o|o|o|a
o|a|ao|oo|o|o
a|ajo|o|n
o|a|a|a|o|o

2l |

[ pvn [0 o (o |0
‘ Link Type ||Trunk j||A:cessj||A:cess;I||Trunk ;I

[
Trunk

311



Chapter 3. Set-Up

Home Basic Avanced Status Admin Utility
ADVANCED - VLAN

If the SHDTUO3 works in
bridge mode, the Link

type Of WAN W|" be Virtual LA Parameters:
Trunk, tagged port, and = Genexal Baraninier:
you can aSSign any Mode: © Disable & 802,10 Tag-Based VLAN  © Port-Based YLAN
PVID to WAN EXCept O = 802.1Q Tag-Based YLAN Table:
and leaving blank. Mo  ViD | LANT | LANZ | LAN3 | LAWA |WAN
[ [ F | ® o | © I
2o [ r 5 R
When the SHDTUO3 El p [ o [0 |0 >
. 4 o [ o 0o | 0 |o
works under routing E“ﬂ (= [ o [ o [ ¢ &
mode, the Link Type of Bz G m | r =
WAN will be Access | F\lﬂ = r - r ’7,—
mode, un-tagged port. (B R ==
‘ PVID ‘ [10 [0 | [0 [eo
‘ Link Type |[Access =] [Access =] ||Accessj [Access =]|| —

Port-Based VLANSs are VLANs Home Basic Advanced Status Admin Utility
where the packet forwarding ADVANCED - VLAN
decision is based on the Virtual LAN Parameters:

destination MAC address and itS | . cenera Parameter:

associated port. Mode: € Disable 802,10 Tag-Based VLAN @ Port-Basad VLAN

= FPortBased VLAN Table:

Click Port-Based VLAN to

) o[ LAY [LANZ [LANZ [LANA [WAN.
configure the router. DA
R

Blolocle]o|e]
A IEEE I E
BN IEREED

Gloofe oo |
2 R N =

| lo[oloo]e
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LAN1 LAN2 LAN3 LAN4

W e e W

WAN

Group 1
Group 2
| Group 3 |

No |LAN1 LAN2 LAN3 LAN4 WAN
1 ? ? ? ? ?
2 ? ? ? ? ?
3 2 2 2 2 2
4 2 2 2 2 2
5 2 2 2 2 2
Route = BASIC
If the Router is connected to more than one network, it may be ¥ ADWANCED
« SHDS
necessary to set up a static route between them. A static route is a pre- i wﬁu 5
determined pathway that network information must travel to reach a « BRIDGE
specific host or network. £ NLTTD“ L
« VIRTUAL SERVER
With Dynamic Routing, you can enable the Router to automatically R
adjust to the physical changes in the network’s layout. The SHDTUO3 = STATUS
G.SHDSL Firewall Router, using the RIP protocol, determines the » ADMIN
network packets’ route based on the fewest number of hops between
= UTILITY

the source and the destination. The RIP protocol regularly broadcasts
routing information to other routers on the network.
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Click |[Route| to modify the routing Home Basic | Advanced | Status | Admin Utility
information. ADVANC ROUTE
Static Route and RIP Parameters:

= Tahle of Current Static Route Extries:

Index Network Address Subnet Mask Gateway
&1 0000 0000 10122
2 I I I

T O

= General RIP Parameter:

RIPMode: @ Disable  C Enable

AutoRIF Summary. @ Disable ' Enable

= Table of Current Interface RIP Parameter:

e RIP Version | Authentication Poison Authentication
Mode Required Reverse
[@Lan | Disable 2 None Enatle None
© WANT Disable 2 None Enable Nane
[Cwanz|  Disatle - Mane Disable | None
[Cwans|  Disable - Mane Disable | None
To modify the RIP (Routing information Home Basic Advanced Status Admin Utility

» General RIP Parameter:

protocol) Parameters:
RIP Mode: © Disable @ Enable

RIP Mode: [Enable] Auto RIP Summary. © Disable | & Enable
Auto RIP Summary: Enable) & Table of Current Inferface RIP Parameier:

e RIP [ Version | Authentication Paison Authentication
Mode Required Reverse
@ Lan Disable 2 None Enable None
AN Disable 2 None Enable None
€ WA Disable - Hone Disable None
WA Disable = None Disable None
CwaNg Disable = None Disable None
CoWaNS Disable - MNone Disable Mone
C WANE Disable - None Disable Nane
CWANT Disable = None Disable None
£ WaNg Disable = Hone Disable None
[ ey ]

Table of Current Interface RIP Parameter:

RIP Mode: this parameter determines

how the product handles RIP (Routing toterfacal| SR erion | AMIETISTRN | Balen | aaeieton
information protocol). RIP allows it to L gz | ’? o WL Eoel 1L
exchange routing information with other were | |siew | | - Hone bisatie Rane
. WANS Disable P None Disable Mone
routers. If set to Disable, the gateway WA | Disoble B Hane Disable Nane
. ) WANS Disable - Mone Disable Nlone
does not participate in any RIP WANE | Disable - Nane Disable None
. waN7 || Disable B Mane Digable [ Nane
exchange with other routers. If set to WA | Deadle | - | Hoe Dicabls | Nons
Enable, the router broadcasts the e e

routing table of the router on the LAN
and incoporates RIP broadcast by other routers into it's routing table. If set silent, the router does
not broadcast the routing table, but it accepts RIP broadcast packets that it receives.
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RIP Version: This determines the * Table of Curvent Iterface RIP Parzmeier:
format and broadcasting method of merface NP vorion A"g':;j;gj“" S RSt et
any RIP transmissions by the | [Dsees] | [2E] | [Nens 3] | [Enabiel] | |
WANT Disable [ M [ None [ Enable [ None
gateway. WANZ Disable [ [ Hone | Disable | None
L WANZ | Disable [ | Mone | Disabla [ Mone
RIP v1: it Only sends RIP v1 WANG Disable [ [ Mone [ Disable [ Mone
WANS Disable [ | Mone | Disable [ Mone
messages Only' WANE Disable [ [ Mone | Disable [ Mone
RIP v2: it send RIP v2 messages in ‘ el } Dlosl ‘ : fore : Dz } toe
multicast and broadcast format. \ Imal [ o oo ]
Authentication required. e
None: for RIP, there is no need for mortace | i, | vamion | Atfoionion | Toleon [ Augpizeion
an authentication code. l o | 'DD'”‘H—' ‘ '? | b jJ 'EEMHJ [ —
. Password
Password: the RIP is protected by I xmj } EE: = \MD&N EE: E
password, authentication code. [ wans [ Disable - | None | Disable None
. | wans | Disable = None Disable Mane
MD5: The RIP will be decoded by ["wang [ Disable = None Disable Nane
Disabl - i Disabl M
MDS5 then protected by password, e T -
authentication code. | lﬁnﬁi [ o reset |
Poison Reserve is for the purpose of + Table of Curven Enixfice RIP Parameier:
promptly broadcasting or multicasting e | P Version | Aulientcaton | Paism — Auhenicaion
RIP when the route is changed. (ex wn | o] | Rl | Ree = | [Eame s |
: . WANT Disable z None Dicable None
shutting down one of the routers in A e - e Eﬁg;# o
routlng table) WFANG Disable - Mone Disable Mone
VAN Disable - Mone Disable Mone
Enable: the gateway will actively WWANS Disable = Mone Disable Mone
. . VVANE Disable - Mone Disable Mone
broadcast or multicast the routing WANT | Disable = Hane Disatle Nons
. f t WANE Disable - Mone Disable Mone
Intormation. [Ccaea | o reset |

Disable: the gateway will not
broadcast or multicast the information.

After modifying the RIP parameters, press .

The screen will prompt with the modified parameters. Check the parameters and press to
restart the router or press to setup other parameters.
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NAT/DMZ » BASIC

NAT (Network Address Translation) is the translation of an Internet

o ) ¥ ADVANCED
Protocol address (IP address) used within one network to a different IP . SHDSL
address known within another network. One network is designated as . ‘é"rpﬁg o
the inside network (private) and the other as the outside network « ROUTE
i i i insi o P |
(public). Typically, a compgny maps its local inside network addresses S VIRTUAL SERVER
to one or more global outside IP addresses and reverses the global IP « FIREWALL

addresses of incoming packets back into local IP addresses. This » STATUS
ensures security since each outgoing or incoming request must go
through a translation process, that also offers the opportunity to qualify
or authenticate the request or match it to a previous request. NAT also » UTILITY
conserves on the number of global IP addresses that a company needs

and allows the company to use a single IP address for its communication in the Internet world.

= ADMIN

DMZ (demilitarized zone) is a computer host or small network inserted as a “ neutral zone” between
a company's private network and the outside public network. It prevents outside users from getting
direct access to a server that has company private data.

In a typical DMZ configuration for an enterprise, a separate computer or host receives requests
from users within the private network to access via Web sites or other companies accessible on
the public network. The DMZ host then initiates sessions for these requests to the public network.
However, the DMZ host is not able to initiate a session back into the private network. It can only
forward packets that have already been requested.

Home | Basic | Advanced | Status Admin Utility

Users of the public network outside the
company can access only the DMZ host. Network Address Translation and DMZ Hosts Parameters:

The DMZ may typically also have the + NATDME funcion:

company’s Web pages so these could MATIDMZ Fusvtior: @ Disable © Enable

serve the outside world. However, the * DMZHost:

DMZ provides access to no other e R

company data. In the event that an Active Intefase: [WANT[E]

outside user penetrated the DMZ host's * Muti DU

security, the Web pages might be D ivlimup AddressiGllnhallPAﬂdms .mmj
1 WANT =

corrupted, but no other company B I Sl

information would be exposed. 3] 1 1 WANT 5]
] T [wam =]
B ‘ [ i [wan=]

Press [NAT/DMZ| to setup the parameters. 6] I [l
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If you want to enable the NAT/DMZ functions, click Enable. Enable the DMZ host Function will use
the IP address assigned to the WAN for enabling DMZ function for the virtual IP address.

Multi-DMZ: Some users who have two or more global IP addresses assigned by ISP can use the
multi DMZ function. The table is for the mapping of global IP address and virtual IP address.

Multi-NAT: Some of the virtual IP addresses (eg: 192.168.0.10 ~ 192.168.0.50) collectively use
two of the global IP addresses (eg: 69.210.1.9 and 69.210.1.10). The Multi-NAT table will be setup
as;

Virtual Start IP Address: 192.168.0.10

Count: 40

Global Start IP Address: 69.210.1.9

Count: 2

Press to continue.

E [ I [wani =1

‘a [ ‘ [ Twani =]

; ls][T I [Weni =]

The screen will prgmpt fo-r the o] I N

parameters that will be written to .

Flash. Check the parameters before [ID Wirtual Start IP Address [ Count [Global Start IP Address| Count |Interface
writing to Flash. Press to D [ e
tart the router with th 2 el | b
restart the router with the new BT — —
configuratioin or to [ T B 1| 1 B |[wani =]
configure other parameters. G kb I |

e T
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Virtual Server » BASIC

For example: Specific ports on the WAN interface are re-mapped to v Asnl_%a;.NCED
L

services inside the LAN. As an example, only 69.210.1.8 (e.g., assigned to
WAN from ISP) is visible to the Internet, but does not actually have any
services (other than NAT of course) running on gateway. It is said to be a
virtual server. Request with TCP made to 69.210.1.8:80 are remapped to
the server 1 on 192.168.0.2:80 for working days from Monday to Friday 8 » STATUS
AM to 6PM, other requests with UDP made to 69.210.1.8:25 are remapped . apmIN
to server 2 on 192.168.0.3:25 and always on.

FIREWALL

= UTILITY

You can setup the router as Index 1, protocol TCP, interface WANL, service name test1, private
IP 192.168.0.2, private port 80, public port 80, schedule from Day Monday to Friday and time 8:0
to 16:0 and index 2, protocol UDP, interface WANL, service name test2, private IP 192.168.0.3,
private port 25, public port 25, schedule always.

Click Mirtual Server) to configure the
parameters. CED - VIRTUAL S ER

Virtual Server Mapping Parameters:

= Table of Current Virtual Server Entries:

Index Service Name Interface Private IP Protocol Schedule
@1 Disable
2 Disable
Press [Modify| for modify 1. o S
ca Disable
s Disable
s Disable
o7 Disable
s Disable
co | = Disable [
cu | = Disable [

Type the necessary parameters then click Home Basic | Advanced | Staus | Admin | Utility

[Finish,

Virtual Server Mapping Parameters:

= Virtual Server 1:

Press [Restarf to restart the router or T —
; i teosoc: [WANTTE]
press [continue| to setup other functions. e
Pavaer: [
PrivatePort [0 |
[

Schedule: @ Always

© From Day [Sunday ¥ to [Saturday =
Time [0 =] [0 = 10 [237]: [s5 2
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This session introduces security, simple network » BASIC » BASIC

management protocol (SNMP) and time synchronization. » ADVANCED » ADVANCED

» STATUS » STATUS

Security

¥ ADMIN ¥ AD

o SECURITY . 5
o + SNMP « SNMP
For system security, it is suggested to change the default o TIME SYNC o TIME SYNC
user name and password after the first setup, otherwise » UTILITY » UTILITY

unauthorized persons may gain access to the router and change the parameters.
There are three ways to configure the router, Web browser, Telnet and serial console.

Home Basic | Advanced | Status Admin | Utility
Press [Security] to setup the parameters. ADMIN - SECURITY
Supervisor Profile and Security Parameters:
. = Supervisor ID and Password:
For greater security, change the ey
spersisorD: [aai
Supervisor ID's password for the gateway. S
If you do not change it, all users on your -
network will be able to access the gateway ekl
) [ID[ UserName [User Password [Password Confirm | Ul Mode
using the default IP and Password root. = = = Vo B
2] Command =]
. . 3 I [c d =]
You may authorize five legal users to %; \I }lc::d =
access the router via telnet or console. Js I I [Eommand =]
There are two Ul (user interface) modes, * Genoral Parametors
menu driven mode and command mode to e i i ORI D s B e s s
3 [iD [ 1P Address
configure the router. e
117
Legal address pool will setup the legal IP )
g p . ID_ J —
addresses from which authorized persons 3 —
can configure the gateway. This is a more }E
. 7
secure function for the network [ —
administrator to setup the legal address of s
. . 10
configuration. ] E—]
Configuring as 0.0.0.0 will allow all hosts o et N fsn

on the Internet to access the router.

Click to finish the setting.

The browser will prompt with the configured parameters. Check them before writing to Flash.

Press to restart the gateway with the new parameters and press to setup other
parameters.
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» BASIC
SN M P » ADVANCED
Simple Network Management Protocol (SNMP) is the protocol not onl
e 9 (SNMP) pre Y » STATUS
governing network management, but also for the monitoring of network
. . . v ADMIN
devices and their functions. « SECURITY
The router can generate SNMP traps to indicate alarm conditions, and it . F
e TIME SYNC
relies on SNMP community strings to implement SNMP rity. This router
ty string P security. This router— _ r 1111y
support MIB 1.
Home Basic Advanced Status Admin Utility
Click |SNMP| to configure the ADMIN - )
parameters. SNMP Community and Trap Parameters:
= Table of current community pool:
[ index | Status [ AccessRight | Community
[ #1 | Diatle | [
| ez | osate | [
[ o3 | Dsate [
[ c4 | Disate [
In the table of current community pool, [ 5 [ Disable BN |
you can setup the access authority. | —
= Tahle ofcurrent trap hostpeol:
In the table of current trap host pool, you T I ——
can setup the trap host. 02 Disable
o3 Disable
o4 Disable
Press to modify the community [ 05 | Dot | \
[~ o]
pool. ||

4-2



Chapter 4. Administration

SNMP status: Enable SNMP Community and Trap Parameters:

= Table of current community pool:

Index Status Access Right Community
|Deﬂy j |prwale
———
| \
| 4 ‘ Dizable | ‘
| i ‘ Disable | - ‘

. SNME ¢ ity and Trap P ters:
Access Right: Deny for deny all S s e

access = Table of current community pool:

Access Right: Read for access

| Status | Access Right \ Community
read only | 1

|

[

|

\
‘ ID\sab\ej | IDeny;I ‘ Iprwale

} Disable ey

\

\

Index

Access Right: Write for access
read and write.

Digable | \Write

m| | w|r

Disable I
Community: it serves as Disable || \
password for access right. Lok cancal |
After configuring the community
pool, press [OK|.

Table of current trap host pool:

Click Modify to modify the trap

hOSt p00|. Index Version IP Address Community
Vi . lect . for t 1 |192 168.0.254 Iprwata
ersion: select version for trap ’7

= ersion 1 | ‘
host. 3 “ergian 2 | ‘
IP: type the trap host IP } ; I Ef”';:e I }

isable

Community: type the | .

community password.
Press @ to finish the setup.

The browser will prompt with the configuration parameters. Check them before writing to Flash.

Press| Restarf to restart the gateway with the new parameters and press to setup other
parameters.
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Time Sync

» BASIC

Time synchronization is an essential element for any business that relies on ~ * ADVANCED

an IT system. The reason for this is that these systems all have clocks that » STATUS
are the source of time for files or operations they handle. Without time

_ . . . ) ¥ ADMIN
synchronization, time on these systems varies with each other or with the « SECURITY
correct time and this can cause, firewall packet filtering schedule processes : “Srlr\rjwr\gpswo
to fail, security to be compromised, or system log exposures with wrong » UTILITY

data.

Click [TIME SYNC|

There are two synchronization modes:
Sample Network Time Protocol (SNTP)
and synchronization with PC. For
synchronization with PC, select Sync with
PC. The gateway will synchronize the
time with the connecting PC.

SNTP is the acronym for Simple Network
Time Protocol, which is an adaptation of
the Network Time Protocol (NTP) used to
synchronize computer clocks in the
Internet. SNTP can be used when the
ultimate performance of the full NTP
implementation is required.

For SNTP, select SNTP v4.0.
SNTP service: Enable

Home Basic Advanced Status Admin Utility

Time Synchronization:

= SYNC method:

Sync with PG

System Time: [0000/00/00 00.00.00 Sync Now
Home Basic Arvanced Status Admin | Utility

Time Synchronization:

= SYNC method:

SNTPwW0 =

= Simple network time protocol:
Service: € Disable & Enable

Time Server I+ [ntp2.edu
Time Server 2 [ntp.drydog.com
Time Server 2 [ntpl.ce.wisc.edu

Time Zone |GMT(—DE 00) PACIFIC TIME (US & CANADAY, TIUANA ;]

Update Fesiod (secs): [60

Time Server: Any of the time servers around the world can be used but it is suggested to use a

time server physically nearby.

Time Zone: you have to choose the right time zone.

Press Finish to finish the setup. The browser will prompt with the configuration parameters. Check

them before writing to Flash.
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This section describes the utility to display the system information, » BASIC
load the factory default configuration, upgrade the firmware and restart the
i g Pa » ADVANCED
gateway.
» STATUS
» ADMIN
System Info
v UTILITY
Click |System Info| to review the system information. o SYSTEM INFG
o CONFIG TOOL
. . ) o UPGRADE
The browser will prompt for the system information. i
o RESTART
. » BASIC
Config Tool
» ADVANCED

This configuration tool has three functions: load Factory Default, Restore
Configuration and Backup Configuration. » STATUS

= ADMIN
Press |Config Tool.
Choose the function you wish to perform and then press finish. b UgESLTIEIﬂY;NFO
& Load Factory Default function: this will load the factory default « CONEIG TO00
« UPGRADE
parameters to the gateway. o LOGOUT
o RESTART

w: All of the settings will be changed to factory default. Therefore, you will

lose all the configured parameters.

Restore Configuration: Sometimes the configuration will become corrupt unintentionally.
Restore configuration will help you to recover the backup configuration easily.

Click Finish after selecting the Restore Configuration.

Browse the location of the backup file then press finish. The router will automatically
restore the saved configuration.
Backup Configuration: After
configuration, it is recommended
to use this function to backup
your router parameters in the

Home |  Basic 1Advanced£ Status | Admin |  Utility

Select Configuration Tool:

Configuration Tool fault
e

PC. " |Backup Configuration
Select the Backup Configuration

and then press Finish.

Browse to the location to backup the file named "backup". Press Finish. The router will
automatically backup the configuration.
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» BASIC

Upgrade

» ADVANCED
You can upgrade the gateway using the upgrade function.

» STATUS
Press -Upgrade.

» ADMIN

¥ UTILITY

o SYSTEM INFO
o CONFIG TOOL

o LOGOUT

« RESTART
Browse to the file and press the OK Home | Basic | Avanced | Status | Admin | Utility |
button to upgrade. The system will LITY tMWARE GRAD
reboot automatically after finishing. Do Tirmware Upgrade:

Please select the fimware file that you want, and press Ok button to upgrade the system, then the system will restart o

not allow any power disruption during
the upgrade process.

[ Browse...

Logout » BASIC

» ADVANCED

To logout of the router, press logout. > STATUS
» ADMIN

¥ UTILITY
» SYSTEM IMFO
« COMNFIG TOOL
s UPGRADE
o LOGOUT
« RESTART
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Reg:a-t » BASIC

For restarting the router, click the item under UTILITY. » ADVANCED
» STATUS
» ADMIN
¥ UTILITY

e SYSTEM IMFO
o CONFIG TOOL
+« UPGRADE

GOUT

Press to reboot the router.

This page offers you the opportunity to restart your SOHO Router. When the restart button be clicked, t
restarting and your browser session will be disconnected. This may appear as i your browser session is |
restarts, you may either press your browser's reload button, or close your browser and re-open it severa

.’ .,

[ Cancor ™ rart |
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This page was left blank intentionally.

54



Chapter 6. Status

You can monitor the SHDSL status including mode, Tx power and Bitrate » BASIC
and Performance information including SNR margin, attenuation and CRC | ApvANCED
error count.
¥ STATUS
« SHDEL
LAN status will display the MAC address, IP address, Subnet mask and 2o

DHCP client table. ROUTE
INTERFACE

o ) ) . = ADMIN
WAN status will display the WAN interface information.

= UTILITY

You can view the routing table from the "ROUTE" status.

"INTERFACE" status includes LAN and WAN statistics information.

LAN-to-LAN connection with bridge Mode

. ~ —— e — - — .

. s
/ STU-C (CO) ) i STU-R (CPE) k
: Bridge Bridge ‘
|
. IP: 192.168.0.1 IP: 192.168.0.2
| Netmask: 255.255.255.0 "= / — / Netmask: 255.255.255.0 :
[ ‘ :
. |

. | |
| . '
. |

. | |
} PC : ‘ |
I ; | VPI:0, VCI:32 . .
i 1 . Encapsulation: LLC | |
. | | |

. | |
: ‘ | L |
| : . .
: IP: 192.168.0.100 [ | IP: 192.168.0.200 ‘
| Netmask: 255.255.255.0 ‘ Netmask: 255.255.255.0 :
\ Gateway: 192.168.0.1 - | Gateway: 192.168.0.2 !
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COside

Click and Side to setup Home Basic | Avanced | Status Admin Utility
Bridging mode of the Router and then C-S

click . Operation Mode:

SyswnMode: € ROUTE | @ BRIDGE
SHDSLMode: @ CO Side € CPE Side

TEP1

LAN Parameters
Enter IP: 192.168.0.1 BASIC - STEP2
Enter Subnet Mask: 255.255.255.0 L
Enter Gateway: 192.168.0.1 Padgiess 192 L[es LB L[

. subnetMoske 55 [255  fmE L0
Enter Host Name: SOHO ceomsr [ L b 1]

HestWeme: [SOHD |

WANL1 Parameters T
Enter VPI: 0 e
Enter VCI: 32 v 2
Click Bacep: € VCmux @ LLC
Click e e e

The screen will prompt with the new configuration parameters. Check the parameters and Click
The router will reboot with the new settings.
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CPE Side
Click and R T Home | Basic | Advanced | Status | Admin | Uity
Bridging mode of the Router and ‘ - - STEP1
then click . Operation Mode:

SystemMisde: € ROUTE | @ BRIDGE
SHDSL Mode: € CO Side @ CPE Side

LAN Parameters Home | Basic | Advanced | Status Admin | Utility

Enter IP: 192.168.0.2
Enter Subnet Mask: 255.255.255.0 ik

Enter Gateway: 192.168.0.2 pasmess [z e Lo LR
. Subnet Mask W =R =N T
Enter Host Name: SOHO suer [ LB 1 E ]

Hostiame: [OMD |
WANL1 Parameters

WANI1:
Enter VPI: 0 e
Enter VCI: 32 we T
Click [LL]] e O VMU ®LLC
Click -me
' e e e

The screen will prompt with the new configuration parameters. Check the parameters and Click
The router will reboot with the new settings.
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LAN-to-LAN connection in routing mode

! STU-C (CO) ) ! STU-R (CPE)
| Roliter Rohter

| > 1P: 192.168.20.1 ‘ IPOA or EoA \ IP: 192.168.10.1 geemememeemme ey
. Netmask: 255.255.255.0 N_ )\ VPI:0, VCI:32 ) Netmask: 255.255.255.0 |
Lo (s
| \
I

|

|

I

|

|

I

[Geesd] Encapsulation: LLC

; I N A
i ‘ |

i IP: 192.168.30.1 IP: 192.168.30.2 i
: Netmask: 255.255.255.0 Netmgsk: 255.255.255.0 i

- 1 Gateway: 192.158.30.2 - Gateway: 192.168.30.1 H
| ‘ i L I

i 1p:192.168.20.100

[
} IP: 192.168.10.200 |
Netmask: 255.255.255.0 I Netmask: 255.255.255.0 |

|
|
1 |
""" Gateway: 192.168.20.1 . \ Gateway: 192.168.10.1

N _ )
COside

Click ROUTE and [CO Side] then Home Basic | Advanced | Status Admin Utility

press . BASIC - 1

Operation Mode:

SystemBlode: @ ROUTE € BRIDGE
SHDSLMode: € CO Side CPE Side

Type LAN parameters: Home Basic Advanced Status Admin Utility
IP Address: 192.168.20.1 BASIC -

Subnet Mask: 255.255.255.0 LAN:

Host Name: SOHO 1 adieess [0 L B L

DHCP Service: For more DHCP EE e PN = =

service, review DHCP Service. Hostane: [SOHO

Tigges DHCF Service:  C Disable @ Enable
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Type the Wan Parameters; Home | Basic | Avanced | Status Admin |  Utility
VPI: 0 B STEP4

VCI: 32 —

AALS5 Encap: B

Protocol: [IPoA , , [PoA + NAT] v E

Note: The Protocol used in CO and B

CPE have to be the same. SNV oo conce ] [ tex |
Click to setup the IP PEPot AT

parameters.

For more understanding about NAT, review NAT/DMZ in page 19.

IP Address: 192.168.20.1 Home Basic Advanced Status Admin Utility
Subnet mask: 255.255.255.0 ;
Gateway: 192.169.30.2 BANL

C|iCk IP Addrese: |10
Subnet Maskc ia_ 255

Gatewsy: [10 |,

DS Server | W

DNEServerz ||

DNgServer: [ |

9]
Nl
17

The screen will prompt with the parameters that will be written in Flash. Check the parameters
before writing to Flash.

Press Restart to restart the router working with new parameters or press continue to setup another
parameter.
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CPE side

Click |ROUTH and [CPE Side] then press
Nexi.

Type LAN parameters:

IP Address: 192.168.10.1
Subnet Mask: 255.255.255.0
Host Name: SOHO

DHCP Service: For more DHCP
service, review DHCP Service.

Type the Wan Parameters;

VPI: 0

VCI: 32

AAL5 Encap:

Protocol: [PoA, , IPoA + NAT] or

Note: The Protocol used in CO and
CPE have to be the same.

Click to setup the IP parameters.
For more understanding of NAT, review
the NAT/DMZ section in this manual.

IP Address: 192.168.30.2
Subnet mask: 255.255.255.0
Gateway: 192.169.30.1

Click

Home Basic Atianced Status Admin Utility

BASIC -
Operation Mode:

SystemMode: @ ROUTE  © BRIDGE
SHDSL Mode: € CO Side & CPE Side

Home Basic Advanced Status Admin Utility
R C - STEP2
LAN:
TP Addess: 192|188 [0 N
subnstMask [255 | [255 [ |zs5 o
HostName: [SOHO
Ttigget DHCP Service:  ( Disable @ Enable
Home Basic Advanced | Status | Admin Utility
BASIC - ST !
WANI:
VFL |0
VCL |32

AALSEncap O WC-mux @ LLC
Protocol: |IPoA [

IPoAHIAT

A 5o [ Concol | (o]

PPPoA+NAT
PPPOE+NAT

WANL:

1P Addsess: 10 L1,
SubnetMask 55|, [255 |,
DNgServer 1 1889501
DN Server?
DN Server

17

AT

The screen will prompt with the parameters that will be written in Flash. Check the parameters
before writing to Flash. Press Restart to restart the router working with new parameters or press

continue to setup another parameter.

Congratulation! You are done. Your SHDSL LAN-to-LAN connection is established.
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Serial Console

Check the connectivity of the RS-232 cable from your computer to the serial port of the ROUTER.
Start your terminal access program with VT100 terminal emulation. Configure the serial link with
baudrate of 9600, 8 data bits, no parity check, 1 stop bit, and no flow-control, and press the

key until the login screen appears. When you see the login screen, you can logon to
Router.

User: adm n

Password: *****

Note: If you have not set any user profile for the Router, enter the factory default user “ admin” .
When the system prompts you for a password, type “ admin” to enter the Router.

Telnet

Make sure the correct Ethernet cable is used for connecting the LAN port of your computer to the
ROUTER. The LAN LNK indicator on the front panel will light if a correct cable is used. Start your
Telnet client application with VT100 terminal emulation and connect to the management IP of
Router, wait for the login screen to appear. When you see the login screen, you can logon to the
Router.

User: adm n
Password: **x**
Note: If you have not set any LAN IP of the Router, the default IP address is 192.168.0.1.

Operation I nterface

For serial console and Telnet management, the ROUTER implements two operational interfaces:
command line interface (CLI) and menu driven interface. The CLI mode provides users with a
simple interface, which is better than working with script files. The menu driven interface is a
user-friendly interface for general configuration operations. The command syntax for CLI is the
same as that of the menu driven interface. The only difference is that the menu driven interface
shows you all of available commands for you to select. You don’t need to remember the command
syntax and save your time on typing the whole command line.

The following figure gives you an example of the menu driven interface. In the menu, you
can scroll up/down by pressing key |I| / @ select one command by key D and go back to a
higher level of menu by key . For example, to show the system information, just logon to the
ROUTER, move down the cursor by pressing key @ twice and select “ show” the command by key
@. You will see a submenu and can select the “ system” command in this submenu. The system
will then show you the general information.
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155 cor1 1 0000 - ypertenin L=k
Fle Edt View cal Tramsfer Help
n|&| 58| @] =
|
SHDSL ROUTER
>> enable Hodify command privilege
' status Show running system status
show Yiew system configuration
ping Packet internet groper command
exit Quit system
s

= | Command: enable <CR>_

Message:
~—
<I/K> Move up/down, <L/J> Select/Unselect, <U/0> Hove top/bottom, <“Q> Help j
Corrected 00:02:22  NT100 s00B-N-1  [SCROLL  [Caps UM [Captre  [Printech 7
Window structure

From top to bottom, the window will be divided into four parts:

1.
2.

4.

Product name

Menu field: Menu selection items are prompted on this field. The “>>" symbol indicates the

cursor position.

Configuration field: You will configure the parameters in this field. < parameters >
indicates the parameters you can choose and < more...> indicates that there is another

submenu in the title.

Operation command for help

The following table shows the parameters in the brackets.

Command

Description

<i p>

An item enclosed in brackets is required. If the item is shown in
lower case bold, it represents an object with special format. For
example, <i p> may be 192. 168. 0. 3.

<Rout e| Bri dge>

Two or more items enclosed in brackets and separated by vertical
bars means that you must choose exactly one of the items. If the item
is shown in lower case bold with leading capital letter, it is a
command parameter. For example, Rout e is a command parameter
in <Rout e| Bri dge>.

[ 1~1999]

An item enclosed in brackets is optional.

[ 1~65534] - t]

Two or more items enclosed in brackets and separated by vertical
bars means that you can choose one or none of the items.
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M enu Driven I nter face Commands

Before changing the configuration, familiarize yourself with the navigation keys listed in the
following table. The operation list will be shown on the window.

Keystroke Description
[UP]orl Move to field above in the same level menu.
[DOWN] or K Move to field below in the same lever menu.
[LEFT] orJ Move back to previous menu.

[RIGHT] or L Move forward to submenu.
[ENTER] Move forward to submenu.
[TAB] To choose another parameters.
Ctrl+ C To quit the configuring item.
Ctrl+Q For help
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Menu Tree

All of the configuration commands that are placed in the subdirectories of Enable are
protected by supervisor password.

User Name
_| Enadle |__| Enade

—| Setup |— Mode

SHDSL <more...>
WAN <more...>
<o
<o
s
S
e
Hostname
Default
— Status | SHDSL
WAN
Route
Interface
—| Show |——| System |

Write
Reboot
Ping
Admin —| User m»

<more...>

Security

SNVP <more...>
1D
SNTP <more...>
—| Utility |——| Upgrade
,—lExit Backup
Restore

|  staws |——{  sHpsL

WAN

Route

Interface

—| Show |— —| System

Config

Script

N
N
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| Setup |——| Mode |
—{  shost ] Mode

n*64

Type

Clear

Margin

_| WAN |— —| Protocol

Address

VPIVCI

Encap

Class

PCR

ISP

If%

List

—| Bridge Gateway
static |

Route Static
= H

—

RIP |—

Attrib |

Authetication
Attrib |
Authetication

— WAN

—| LAN Address

—| IP-share

—{ DHCP

DHCP-proxy

Hostname

Default
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Setup |——| Mode |

SHDSL <more...>
WAN <more...>
N
Route <more...>
LAN <more...>
e T v T S BT
List
—| Global |——| Range |

List
— Fixed - ™odiy ]

List
—| PAT
Interface

—| DMZ Active
Address

_| DHCP |——| Generic |—

1

Active |

Gateway
Netmask
IP_range
Lease_time
Name_serverl

Name_server2

Name_server3

List Delete

DHCP-proxy
Default
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—| Admin |——| User i Clear

Modify Attrib

Profile

List

—| Security '—

11

1P_pool Modify

List
—| Attrib Edit |
List
L] Profile Edit |
List
- SNTP b Method ]

Service
Time_serverl
Time_server2
Time_server3

Update_rate

Time_zone

List
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To setup the router, move the cursor “ >>" to enable and press the enter key. When the
screen appears, type the supervisor password. The default supervisor password is root. The
password will be written on screen as “ * “ symbol for system security.

Conmand: enabl e <CR>
Message: Pl ease input the follow ng infornation.

Supervi sor password: ****

In this sub menu, you can setup management features and upgrade software, backup the system
configuration and restore the system configuration via utility tools.

For system security, it is recommended to change the default user name and password after
completing these settings. After changing the User Name and Password, it is strongly recommend
you write the user name/password down and save it, since they will be required the next time you
login to the Router.

For any changes to the configuration, you must write the new configuration to Flash and reboot
the router to activate the new settings.
The screen will prompt as follow.

>> enabl e Modi fy command privil ege
set up Configure system
stat us Show runni ng system st at us
show Vi ew system configuration
wite Updat e flash configuration
r eboot Reset and boot system
pi ng Packet internet groper command
adm n Set up nmanagenent features
utility TFTP upgrade utility
exit Quit system

81



Chapter 8. Configuration Commands
Status

You can view the running system status of SHDSL, WAN, route and interface via the status
command.

Move cursor “ >> “ to status and press enter.

>> shdsl Show SHDSL st at us
wan Show WAN i nterface status
route Show routing table
interface Show interface statistics status

Show

You can view the system information, configuration and configuration in command script with the
show command.

Move cursor “ >>“ to show and press enter.

>> system Show general information
config Show al | configuration
scri pt Show al | configuration in comrand scri pt
Write

For any changes to the configuration, you must write the new configuration to Flash using the
write command and reboot the router to activate the configuration.

Move cursor to “ >> “ to write and press enter.

Conmand: wite <CR>
Message: Pl ease input the follow ng inf ormation.

Are you sure? (y/n): vy
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Reboot

To reboot the router, use the reboot command. Move the cursor to “ >> “ to reboot and press
enter.

Conmand: reboot <CR>
Message: Pl ease input the follow ng infornation.

Do you want to reboot? (y/n): vy

Ping
Ping command will be used to test the connection of the router. Move the cursor “ >> “ to ping
and press enter.

Command: ping <i p> [1~65534| -t] [1~1999]
Message: Pl ease input the follow ng infornation.

| P address <IP>: 10.0.0.1
Nunber of ping request packets to send (TAB select): 1~65534
Data size [1~1999]: 32

Administration

You can modify the user profile, telnet access, SNMP (Sample Network Management Protocol),
supervisor information and SNTP (Simple Network Time Protocol) in admin. The route is enable
& admin.

For configuration of the parameters, move the cursor “ >> “ to admin and press enter.

>> user Manage user profile
security Setup systemsecurity
snnp Configure SNWP paranet er
passwd Change supervi sor password
Id Change supervisor |D
sntp Configure tine synchronization
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User Prdfile
You can use the user command to clear, modify and list all the user profiles. You can setup up to
five users to access the router via console port or Telnet in the user profile table. However users
who have the supervisor password can change the configuration of the router. Move the cursor “
>>*“ to user and press enter key.

>> cl ear d ear user profile
nodi fy Modi fy the user profile
list List the user profile

You can delete the user by number using the clear command. If you do not know the user
number, you can use the list command to check it. The Modify command is used to modify old
user information or add a new user to user profile.

To modify or add a new user, move the cursor to modify and press enter.

Command: adm n user nodify <1~5> <nore...>
Message: Pl ease input the follow ng information.

Legal access user profile number <1~5>: 2

There are two Ul modes, command line and menu mode, to setup the SHDTUO3. We will not
discuss the command line interface (CLI) in this manual.
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Security
Security command can be used to configure ten legal IP address for Telnet access and port
number.

Move the cursor “ >> “ to security and press enter. The default legal address is 0.0.0.0. which
means that there is no restriction of IP to access the router via Telnet.

>> port Configure telnet TCP port
i p_pool Legal address |P address pool
list Show security profile
SNMP

Simple Network Management Protocol (SNMP) is the protocol not only governing network
management, but also for the monitoring of network devices and their functions.

The router can generate SNMP traps to indicate alarm conditions, and it relies on the SNMP
community strings to implement SNMP security. This router support MIB 1.
Move the cursor “ >>“ to snmp and press enter.

>> communi ty Configure community paraneter
trap Configure trap host paraneter

5 SNMP community entry can be configured in this system. Move the cursor to community and
press enter.

Command: adm n snnmp comunity <1~5> <nore...>
Message: Pl ease input the follow ng infornation.

Community entry nunber <1~5>: 2

>> edit Edit community entry
l'ist Show comunity configuration
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5 SNMP trap entry can be configured in this system. Move the cursor to trap and press enter.
Command: admn snnp trap <1~5> <nore...>
Message: Pl ease input the follow ng infornation.

Trap host entry number <1~5>: 2

>> edit Edit trap host paraneter
list Show trap configuration

Supervisor Password and ID
The supervisor password and ID are the last door for security but the most important. Users who
access the router via web browser, console port or Telent have to use the ID and password to
configure the router. It is strongly suggested to change the ID and password.

SNTP
Time synchronization is an essential element for any business that relies on an IT system. The
reason for this is that these systems all have clocks that are the source of time for files or
operations they handle. Without time synchronization, time on these systems varies with each
other or with the correct time and this can cause virtual server schedule processes to fail and
system log exposures with wrong data.
There are two methods to synchronize time, synchronize with PC or SNTPv4. If you choose to
synchronize with a PC, the router will synchronize with a PC. If you choose SNTPv4, the router
will use the protocol to synchronize with an Internet time server.

Move the cursor “ >> “ to sntp and press enter.

>> met hod Sel ect time synchronization nethod

service Trigger SNTP v4.0 service
time_serverl Configure tine server 1
time_server2 Configure tine server 2
time_server3 Configure tine server 3

updat er at e Conf i gure update period

time_zone Configure GV tine zone of f set
list Show SNTP confi guration
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To configure SNTP v4 time synchronization, follow the procedures below.
move the cursor to method and press enter.

Command: adm n sntp nethod <SNTPv4| SyncWthPC>
Message: Pl ease input the follow ng infornation.

SYNC nethod (Enter for default) <SyncWthPC> : SNTPv4

Command: adm n sntp service <D s abl e| Enabl e>
Message: Pl ease input the follow ng infornation.

Active SNTP v4.0 service (Tab Sel ect) <Enable> : Enable

Command: admin sntp tinme_serverl <string>
Message: Pl ease input the follow ng infornation.

Time server address(Enter for default) <ntp -2.vt.edu> : ntp-2.vt.edu

You can configure three time server in this system.
Move the cursor to update_rate and press enter.

Conmand: admin sntp update_rate <10~268435455>
Message: Please input the follow ng information.

Updat e period (secs) (Enter for default) : 86400
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Move the cursor to time_zone and configure where your router is placed. The easiest way to
know the time zone offset hour is from your PC clock. Double click the clock at the right corner of
monitor and check the time zone.

Command: admn sntp tinme_zone <-12~12>
Message: Please input the follow ng infornation.

GTM time zone offset (hours) (Enter for default) : -8

Move the cursor to list and review the setting.

Utility
There are three utility tools, upgrade, backup and restore, embedded in the firmware. You can
update the new firmware via TFTP upgrade tools and backup the configuration via TFTP backup
tool and restore the configuration via TFTP restore tool. For upgrade, TFTP server with the new
firmware will be supported by supplier but for backup and restore, you must have your own TFTP
server to backup and restore the file.

Move the cursor “ >>“ fo utility and press enter.

>> upgr ade Upgr ade nai n software
backup Backup system configuration
Restore Restore system configuration
Exit

If you want to exit the system without saving, use the exit command to quit system.
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Setup

All of the setup parameters are located in the subdirectories of setup. Move the cursor “ >>*“ o
setup and press enter.

>> node Swi t ch syst em operation node
shdsl Confi gure SHDSL paraneters
wan Configure WAN interface profile
bri dge Configure transparent bridgi ng
vl an Configure virtual LAN paraneters
route Configure routing paraneters
| an Configure LAN interface profile
i p_share Confi gure NAT/ PAT paraneters
firewall Configure Firewall paraneters
dhcp Confi gure DHCP paraneters
dns_proxy Configure DNS proxy paraneters
host name Configure | ocal host name
defaul t Restore factory default setting

Mode

The SHDTUO3 can act in either routing mode or bridging mode. The default setting is routing
mode. You can change the system operation mode by using the mode command. Move the
cursor “ >>“ to mode and press enter.

Conmand: setup node <Rout e| Bri dge>
Message: Pl ease input the follow ng infornation.

System oper ati on node (TAB sel ect) <Route> Route
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SHDSL
You can setup the SHDSL parameters by using the command shdsl. Move the cursor “ >>“ o
shdsl and press enter.

>> node Confi gure SHDSL node
n*64 Configure SHDSL data rate
type Configure SHDSL annex type
cl ear O ear current CRC error count
nargi n Configure SHDSL SNR nargin

There are two types of SHDSL modes, STU-C and STU-R. STU-C means the terminal of central
office and STU-R customer premises equipment.

You can setup the data rate in multiples of 64Kbps where n is from 0 to 32. If you configure n as
0, the SHDTUO3 will perform in adaptive mode.

There are two types of SHDSL Annex types, Annex-A and Annex-B.

Clear command can clear the CRC error count.

Generally, you do not need to change the SNR margin, whose range is from 0 to 10. The SNR
margin is an index of line connection. You can see the actual SNR margin in STATUS SHDSL.
The larger the SNR margin, the better the line connection. If you set SNR margin in the field as 2,

the SHDSL connection will drop and reconnect when the SNR margin is lower than 2. On the
other hand, the device will reduce the line rate and reconnect for better line connection.
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WAN
The router supports 8 PVC, private virtual circuit, and so you can setup eight WANs; WANL1 to
WANS. Move the cursor “ >> “ to wan and press enter. To setup WANL, type 1.
Conmand: setup wan <1~8>
Message: Please input the follow ng infornation.

Interface nunber <1~-8>: 1

>> protocol Li nk type protocol
addr ess | P address and subnet nask
vpi _vci Configure VPI/VC val ue
encap Confi gure encapsul ation type
qos Configure VC QoS
i sp Confi gure account nane, password and idl e tine
i p_type Configure | P type in PPPoOA and PPPoE
l'ist WAN i nterface configuration

There are four types of connection protocols, IPoA, EoA, PPPoA and PPPoE, which may or may
not be supported by your ISP. For PPPoA and PPPOE, you do not need to setup any IP
addresses and subnet masks. However, a valid username/password must be provided by your
ISP for the PPP authentication.

There is a unique VPI and VCI value for Internet connection supported by ISP. The range of VPI
is from 0 to 255 and VCI from O to 65535.

There are two types of encapsulation methods; VC-Mux and LLC.

You can setup virtual circuit quality of service, VC QoS, using the gos command. There are two
QoS classes; UBR and CBR. The peak cell rate can be configured from 64kbps to 2400kbps.

>> cl ass Configure QS cl ass
pcr Configure peak cell rate (kbps)
scr Configure sustainable cell rate (kbps)
nbs Configure max. burst size (cell)

The ISP command can configure the account name, password and idle times. Idle times are from
0 minute to 300 minutes.
You can review the WAN interface configuration via the list command.
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Bridge
You can setup the bridge parameters using the bridge command. If the product is configured as
a router, you do not need to setup the bridge parameters. Move the cursor “ >> *“ to bridge and
press enter.
>> gat enay Def aul t gat enay
static Static bridging table

You can setup the default gateway IP via the gateway command.
You can setup 20 sets of static bridge in static command.
After entering static menu, the screen will prompt as below:

>> add Add static MAC entry
del ete Del ete static MAC entry
nodi fy Modi fy static MAC entry
list Show static bridging table

>> mac Confi gure MAC address

| an_port Configure LAN interface bridging type
wanl_port Configure WANL interface bridging type
wan2_port Configure WAN2 interface bridging type
wan3_port Configure WAN3 interface bridging type
wan4_port Configure WAM i nterface bridging type
wan5_port Configure WANS interface bridging type
wan6_port Configure WANG interface bridging type
wan7_port Configure WAN7 interface bridging type
wan8_port Configure WANB interface bridging type
list Show static bridging table
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VLAN

Virtual LAN (VLAN) is defined as a group of devices on one or more LANSs that are configured so
that they can communicate as if they were attached to the same wire, when in fact they are
located on a number of different LAN segments. Because VLAN is based on logical instead of
physical connections, it is extremely flexible.

The specification of VLAN function is as follow:

1. The unit supports up to 8 active VLANs with shared VLAN learning (SVL) bridge out of
4096 possible VLANs specified in IEEE 802.1Q.

2. Each port always belongs to a default VLAN with its port VID (PVID) as an untagged
member. Also, a port can belong to multiple VLANs and be tagged members of these

VLANS.
3. A port must not be a tagged member of its default VLAN.
4, If a non-tagged or null-VID tagged packet is received, it will be assigned with the default

PVID of the ingress port.

5. If the packet is tagged with non-null VID, the VID in the tag will be used.

6. The look up process starts with VLAN look up to determine whether the VID is valid. If the
VID is not valid, the packet will be dropped and its address will not be learned. If the VID is
valid, the VID, destination address, and source address lookups are performed.

7. The VID and destination address lookup determines the forwarding ports. If it fails, the
packet will be broadcasted to all members of the VLAN, except the ingress port.

8. Frames are sent out tagged or untagged depend on if the egress port is a tagged or
untagged member of the VLAN that frames belong to.

9. If VID and source address look up fails, the source address will be learned.

You can setup the Virtual LAN (VLAN) parameters with the vlan command. The router supports
the implementation of VLAN-to-PVC only for bridge mode operation, i.e., the VLAN spreads over
both the COE and CPE sides, where there is no layer 3 routing involved. The unit supports up to
8 active VLANs with shared VLAN learning (SVL) bridge out of 4096 possible VLANs specified in
IEEE 802.1Q.

Move the cursor “ >> “ to vlan and press enter.

>> node Trigger virtual LAN function
nodi fy Modi fy virtual LAN rule
pvid Modi fy port default ID
I'i nk_node Modi fy port link type
list Show VLAN confi guration
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To activate the VLAN function, move the cursor “ >>*“ to mode and press enter. The products
support two types of VLAN, 802.11Q and Port-Based. The IEEE 802.1Q defines the operation of
VLAN bridges that permit the definition, operation, and administration of VLAN topologies within a
bridged LAN infrastructure. Port-Based VLANs are VLANs where the packet forwarding decision
is based on the destination MAC address and its associated port.

802.11Q VLAN

Follow the steps to configure 802.11Q VLAN.

Command: setup vlan active <D sabl e|] 80 21Q Por t >
Message: Pl ease input the follow ng infornation.

Trigger VLAN function (Tab select) <D sable> 8021Q

Command: setup vlan nodify <1~8> <1~4094> <string>
Message: Pl ease input the follow ng infornation.

Rule entry index <1~8> 1
VLAN I D (Enter for default) <1>: 10
VLAN port status (Enter for default): 11001

For each VLAN, VLAN ID is a unique number in the range 1~4095.

VLAN port status is a 5-digit binary number whose bit-1 location indicates the VLAN port
membership in which 4MSBs and 1MSB represents LAN ports and WAN port, respectively. For
example: the above setting means that the VID 20 member port includes LAN1, LAN2 and WAN.
The member ports are tagged members. Use PVID command to change the member port to
untagged members
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To assign PVID (Port VID), move the cursor “ >>" to PVID and press enter. The port index 1 to 4
represents LAN1 to LAN4 respectively and port index 5 represents WAN. VID value is the group
at which you want to assign the PVID of the port.

Command: setup vlan pvid <1~5> <1~4094>

Message: Pl ease input the follow ng infornation.

Port index <1~1>: 1
VID Value (Enter for default) <10>: 10

To modify the link type of the port, move the cursor to link mode and press enter. There are two
types of link: access and trunk. Trunk link will send the tagged packet form the port and access
link will send un-tagged packet form the port. Port index 1 to 4 represents LAN1 to LAN4
respectively. According to the operation mode of the device, link type of WAN port is
automatically configured. If the product operates in bridge mode, the WAN link type will be trunk,
and in routing mode, access.

Command: setup vlan |ink_nmode <1~4> <Access| Trunk>
Message: Pl ease input the follow ng infornation.

Port index <1~4>: 1
Port link type (Tab select) <Trunk >: Access

To view the VLAN table, move the cursor to list and press enter.

Route
You can setup the routing parameters using the route command. If the SHDTUO3 is configured as
a bridge, you do not need to setup the route parameters. Move the cursor “ >>“ to route and
press enter.

>> static Configure static routing table
R P Configure R P tool

8-15



Chapter 8. Configuration Commands

If the Router is connected to more than one network, it may be necessary to set up a static routes
between them. A static route is a pre-determined pathway that network information must travel to
reach a specific host or network.

With Dynamic Routing, you can enable the Router to automatically adjust to physical changes in
the network’s layout. The SHDTUO3 Router, using the RIP protocol, determines the network
packets’ route based on the fewest number of hops between the source and the destination. The
RIP protocol regularly broadcasts routing information to other routers on the network.

You can setup 20 sets of static route in static command. After entering static menu, the screen
will show as follows:

>> add Add static route entry
del ete Delete static route entry
list Show static routing table

You can add 20 sets of static route entries by using the add command. Type the IP information of
the static route including IP address, subnet mask and gateway.

You can delete the static route information via the delete command.
You can review the static route entries by using the list command.

To configure Routing Information Protocol (RIP), you can use the rip command to setup the
parameters. Move the cursor “>>" to rip and press enter.

>> generic Configure operation and auto sunmmery node
| an Configure LAN interface R P paramete rs
wan Configure WAN i nterface R P paraneters
list Show RI P configuration

The generic command can be used to setup RIP mode and auto summary mode.
If there are any routers in your LAN, you can configure LAN interface RIP parameters via lan
command.
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The SHDTUO3 supports 8 PVCs and you can configure the RIP parameters of each WAN via the
wan command. Move the cursor “ >>" to wan and press enter.

Command: setup route rip wan <1 ~8> <nore...>
Message: Pl ease input the follow ng infornation.

Active interface nunber <1~-8> 1

>> attrib Qperation, authentication and Poi son rev erse node
version R P protocol version
aut he Aut henti cati on code

Attrib command can configure RIP mode, authentication type and Poison reverse mode.
Version command can configure RIP protocol version.

Authe command can configure the authentication code.

You can review the list of RIP parameters via the list command.

LAN
>> address LAN IP address and subnet mask
attrib NAT network type
IP share

You can configure Network Address Translation (NAT), Port Address Translation (PAT) and
Demilitarized Zone parameters in the ip_share menu. Move the cursor “>>" to ip_share then
press enter.

>> nat Configure network address translation
pat Configure port address translation
dnz Configure DMZ host function
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NAT (Network Address Translation) is the translation of an Internet Protocol address (IP address)
used within one network to a different IP address known within another network. One network is
designated the inside (private) network and the other is the outside (public) network. Typically, a
company maps its local inside network addresses to one or more global outside IP addresses and
reverse the global IP addresses of incoming packets back into local IP addresses. This ensures
security since each outgoing or incoming request must go through a translation process, that also
offers the opportunity to qualify or authenticate the request or match it to a previous request. NAT
also conserves on the number of global IP addresses that a company needs and allows the
company to use a single IP address for its communication to the Internet world.

DMZ (demilitarized zone) is a computer host or small network inserted as a “ neutral zone”
between a company private network and the outside public network. It prevents outside users
from getting direct access to a server that has company private data.

NAT
_You can configure NAT parameters inthe nat menu.
>> virtual Virtual |P address pool
gl obal d obal | P address pool
fixed Fi xed | P address mappi ng

The virtual menu contains a range of virtual IP address, delete virtual IP address and show virtual
IP address.

>> range Edit virtual |P address pool
del ete Del ete virtual |P address pool
list Show virtual |P address pool

Command: setup ip_share nat virtual range <1~5> <jp> <1~253>
Message: Pl ease input the follow ng infornation.

NAT | ocal address range entry nunber <1~5>: 1

Base address: 192.168.0.2
Nunber of address: 49
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You can delete virtual IP address range- from 1 to 5- by using the delete command.

You can view the virtual IP address range via the list command.
To setup global IP address pool, move the cursor “>>" to global command and press enter.

>> range Edit gl obal |P address pool
interface Bi nd address pool to specific interface
del ete Del ete gl obal 1P address pool
list Show gl obal | P address pool

Command: setup i p_share nat global range <1~5> <ip> <1~253>
Message: Pl ease input the follow ng infornation.

NAT gl obal | P address range entry nunber <1~5>: 1
Base address: 122.22.22.2
Nunber of address: 3

After configuration of the global IP address range, You can bind the address pool to a specific
interface via the bind command.

Conmand: setup ip_share nat global interface <1~5> <1~8>
Message: Pl ease input the follow ng infornation.

NAT gl obal address range entry nunber <1~ 5> 1
Active interface number <1~8> 1

You can delete global IP address range- from 1 to 5- by using the delete command.
You can view the global IP address range via the list command.

8-19



Chapter 8. Configuration Commands

To modify the fixed IP address mapping, move the cursor “>>" to the fixed command and press

>> nodi fy Modi fy fixed NAT mappi ng
interface Bi nd address pair to specific interface
del ete Del ete fixed NAT mappi ng
l'ist Show fi xed | P address mappi ng

Command: setup i p_share nat fixed nodify <l1~1o0> <ip> <ip>
Message: Pl ease input the follow ng inf ormation.

Fi xed NAT nmappi ng entry nunber <1~10>: 1
Local address: 192.168.0.250
d obal address: 122.22.22.2

After configuration of fixed IP address entries, you can bind the entry to specific interface via the
interface command.

Command: setup ip_share nat fixed interface <1~5> <1~8>
Message: Pl ease input the follow ng infornation.

Fi xed NAT mappi ng entry nunber <1~5>: 1
Active interface nunber (Enter for default) <1~8> 1

You can delete fixed NAT mapping entries- from 1 to 5- by using the delete command.

You can view the fixed NAT mapping entry via the list command.
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PAT

To configure Port Address Translation, move the cursor “>>" to the pat command and press
enter.

>> cl ear O ear virtual server mapping
nodi fy Modi fy virtual server nmapping
list Show virtual server mappi ng pool

You can delete virtual server mapping entries- from 1 to 10- by using the clear command.

You can create up to 10 virtual server mapping entries via the modify command.

Command: setup ip_share pat nodify <1~10>
Message: Pl ease input the follow ng infornation.

Virtual server entry number <1~10>: 1

>> interface Active interface
port TCP/ UDP port nunber
server Host | P address and port nunber
pr ot ocol Transport protocol
narme Servi ce name
begi n The schedul e of beginning tine
end The schedul e of ending tine

Set the active interface number via the interface command.

You can configure the global port number by using the port command.

The local server, host, IP address and port number are configured via the server command.
The authorized access protocol is setup via the protocol command.

The Name command can be used to configure the service name of the host server.

Begin and end commands are used to setup the local server schedule to access.

You can view the fixed NAT mapping entries via the list command.
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DMZ

To setup demilitarized zone, move the cursor “>>" to dmz and press enter.
>> active Ti gger DMZ host function
addr ess Configure virtual |IP address and interface

You can enable the demilitarized zone via the active command.

After enabling the DMZ, shift the cursor to address and press enter.

Conmand: setup i p_share dnz address <ip> <1~10>
Message: Pl ease input the follow ng infornation.

Virtual IP address: 192.168.0.251
Active interface nunber (Enter for defaul t) <1>: 1

DHCP
Dynamic Host Configuration Protocol (DHCP) is a communication protocol that allows network
administrators the ability to manage centrally and automate the assignment of Internet Protocol
(IP) addresses in an organization's network. Using the Internet Protocol, each machine that can
connect to the Internet needs a unique IP address. When an organization sets up its computer
users with a connection to the Internet, an IP address must be assigned to each machine.

Without DHCP, the IP address must be entered manually at each computer. If computers move to
another location in another part of the network, a new IP address must be entered. DHCP lets a
network administrator to supervise and distribute IP addresses from a central point and
automatically sends a new IP address when a computer is plugged into a different place in the
network.
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To configure the DHCP server, move the cursor to dhcp and press enter.

>> generic Confi gure generic DHCP paraneter s
fixed Configure fixed host IP address |ist
list Show DHCP confi guration

>> active Trigger DHCP function
gat enay Default gateway for DHCP clie nt
net mask Subnet mask for DHCP client
i p_range Dynam ¢ assigned | P address range
| ease_tine Configure max |ease tine
name_serverl Domai n nane serverl
name_server 2 Domai n nane server 2
name_server 3 Domai n nane server3

Activate the DHCP function with the active command.
Set the default gateway via the gateway command.
The subnet mask for DHCP client is configured by the netmask command.
The Ip_range command is used to configure the dynamic assigned IP address range.
The dynamic IP maximum lease time is configured by the lease_time command.
You can setup 3 domain name servers via the name_server command.
The Fixed Host IP Address list is setup via the fixed command.
>> add Add a fixed host entry
del ete Delete a fixed host entry

You can view the DHCP configuration via the list command.
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DNS proxy
You can setup three DNS servers in the product. The number 2 and 3 DNS servers are optional.
Move the cursor “ >>“ to dns_proxy and press enter.

Command: setup dns_proxy <IP> [IP] [IP]
Message: Pl ease input the follow ng infornation.

DNS server 1 (ENTER for default) <168.95.1.1>: 10.0.10.1
DNS server 2: 10.10.10.1
DNS server 3:

Host name

Enter the local host name via the hostname command. Move cursor “ >> “ to hostname and
press enter.

Conmand: setup host nanme <nane>
Message: Please input the follow ng infornation.

Local hostname (ENTER for default) <SOHO>: test

Default

If you want to restore to the factory default, first move the cursor “ >> *“ to default and then press
enter.

Conmand: setup default <name>
Message: Pl ease input the follow ng infornation.

Are you sure? (YIN: vy
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